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1. INTRODUCTION

This report outlines the functionality of the middleware components in the Nokia Remote
Sensing Architecture (N-RSA), which was defined on high level in [3]. Furthermore, the
interfaces between each component will be described in this report. We will further outline
the candidates for the particular communication protocols to be used (note that, based on the
requirements in [3] some of these candidates are optional only).

2. FUNCTIONALITY OF EACH COMPONENT

The functionality of each middleware component (see Figure 1 below) is specified through

the requirements defined in [3].
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This functionality is realized within a distributed architecture, as outlined in Figure 1 of [3].
The following figures show at which architectural component of the overall N-RSA the
different middleware components need to be implemented, based on the functionality and

interfaces described in this report.

N-RSA API
Sensor Data Provisioning Code
Registration Query Resolver Repository
& (fka Representation) Acquisition
Availability e —
Aggregation Access Ctrl
Event Delivery
SIP Events HTTP SMS BT RFID
IP
802.xx Cellular
Figure 1 Middleware Components
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& Query Resolver | [Acquisition & Query Resolver | [Acquisition
Availability (fka Representation) Availability (fka Representation)
Code Code
Repository Repository
Aggregation Access Ctrl Aggregation Storage
Event Delivery Event Delivery
Application Server Intermediary Gateway
Figure 2 Middleware Components at Application Server & Intermediary Gateway

Sensor Data Provisioning
Registration
&
Cod
Availability Repgsi(’?ory

Event Delivery

Figure 3 Middleware Components at Repository Server

The following sections will give some more details on which functionality needs to be
provided by each of the components, in addition to implementing the appropriate interfaces
as defined in Section 3.

21 Event Communication Paradigm in N-RSA

Before we introduce the functionality of each component of the N-RSA middleware, some
words on the underlying communication paradigm in N-RSA.

N-RSA High-Level System Architecture: Functionality & Interface Description
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Many interfaces within the N-RSA are based on a common event delivery paradigm with the
following characteristics:

The event delivery is based on individual subscriptions to so-called events
(implementing requirement 8.a in [3]). These events usually represent state
information associated to certain resources.

In order to allow for proper identification of the particular subscription, allowing for
several subscriptions at any given time, there is a dialog identifier provided with each
confirmation of the subscription.

The semantic of each event is application-specific and based on a certain semantic
description.

The event delivery allows for arbitrary payload for each event subscription and
notification (implementing requirement 8.a in [3])

For each subscription, there exists a subscriber (client) and an event server
There exists five methods (messages)
o SUBSCRIBE allows for initiating a subscription. It contains
= event name,
= event-specific content (such as query or filter descriptions)

= Jifetime of the subscription. If the lifetime equals zero, the subscription
serves as a “one-shot” subscription or poll of information, i.e., there will
be only a single notification and there is no subscription dialog
established. Otherwise, the lifetime parameter specifies the duration of
the subscription in seconds.

= FROM and TO parameters, identifying the subscriber and event
server. These identifiers depend on the particular bearer of information
(such as SMS, IP, SIP events, HTTP URIs) on which the event
communication paradigm will be implemented.

o PUBLISH allows for publishing relevant information for a particular event, such
as state information or information used in the state determination by the
event server. The sender of the PUBLISH method is usually not the subscriber
to the event (but could be), the receiver is the event server that hosts the
event. The method contains

= the event name to which the information relates

N-RSA High-Level System Architecture: Functionality & Interface Description
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= event-specific content, i.e., the information relating to the event.

» FROM and TO parameters, identifying the publisher and event server.
These identifiers depend on the particular bearer of information (such
as SMS, IP, SIP events, HTTP URIs) on which the event
communication paradigm will be implemented.

o CONFIRM always confirms each publication to the publisher and each
subscription to the subscriber. The confirmation can either be positive
(subscription granted) or negative. In the latter case, a reason code is
provided. In the positive case for a subscription, the dialog identifier is
provided to the subscriber to identify the subscription dialog. For a publication,
there is no dialog established.

o NOTIFY allows for sending notifications for a particular subscription. These
notifications are triggered depending on the particular event semantic.
Examples are state changes in the event or other reasons. There is always an
initial NOTIFY, conveying the initial state of the subscription right after the
subscription has been granted (note that this initial NOTIFY is not sent if the
submission has not been granted, indicated through a negative CONFIRM). If
the lifetime of the subscription is non-zero, future NOTIFY messages are
possible, depending on the semantic of the event subscription. The NOTIFY
method includes FROM, TO, and event name fields from the original
subscription. It further includes the dialog identifier to properly relate
notification and subscription.

o BYE explicitly terminates a subscription. The dialog identifier needs to be
given in order to relate the BYE method to the particular subscription. A BYE
method can be sent from either the subscriber or the event server. In the latter
case, a reason code is provided.

The above outlined event delivery paradigm is very similar to the SIP event framework [1].
Interfaces are defined throughout the N-RSA some of which are based on the outlined event
communication paradigm. These interfaces implement the functionality as described in this
section. Only additional, interface-specific functionality will be described for these interfaces.
We will refer appropriately to the current section in such cases.

2.2 Event Delivery Component

The event delivery component implements the requirement 8 (and its sub-requirements) as
defined in [3]. In other words, this component implements the event communication paradigm
of Section 2.1 in order to provide a general purpose component for all remote communication
between application server, repository server and intermediary gateway.

N-RSA High-Level System Architecture: Functionality & Interface Description
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At the application server and intermediary gateway, there exist subscriber/publisher as well
as event server functionality, while the code repository merely acts as a publisher of
information.

The functionality is provided through interface Ep (see Section 3.2 for remote communication
between event delivery components) and interface Epgocay (S€€ Section 3.7 for local
communication from other components towards the local event delivery component). With
respect to the actual functionality of this component, see also Section 2.1.

Incoming requests, such as SUBSCRIBE at the event server side or NOTIFY at the
subscriber side, are dispatched to the appropriate local component, based on the event
information given in the request (see interface descriptions in Section 3 for the event
information for each middleware component). In this dispatching, the particular middleware
component is also provided with the information included in the request, i.e., event name,
event body, dialog identifier, and FROM/TO information.

In order to implement requirement 8.b and 8.c in [3], the event delivery component
implements bearer-specific functionality to provide the interface Ep to upper layer
components.

2.3 Acquisition Component

The acquisition component implements requirement 7.c (and its sub-requirements) as
defined in [3].

On the application server side, the acquisition component is one of the two components to be
accessed by the application(s). This access might happen locally (i.e., application resides
locally on the application server) or remotely (e.g., through providing CORBA-enabled access
to the component) and is defined through Interface RAPIA (See Section 3.1).

Acquisition requests are pre-processed at the application server by

e checking the access rights of the particular application with respect to the requested
data (interface Actrigocay @S defined in Section 3.9) and

e verifying the availability of particular sensors that are required to fulfill the request
(interface Agragocaly @s defined in Section 3.8)

o verifying the availability of code for particular aggregation functionality, if required in
the request, (interface Aragocay @s defined in Section 3.8)

Hence, in this case the application acts as a subscriber while the application server
implements the event server, the event being the acquisition request.

If these verifications return positively, the acquisition request is made remotely at the
appropriate intermediary gateway through the interface Ac as defined in Section 3.4. In this

N-RSA High-Level System Architecture: Functionality & Interface Description
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case the application server acts as a subscriber for an event (being the acquisition request)
at the intermediary gateway, the gateway’s acquisition component acting as a event server.

Acquisition requests at the intermediary gateway are received remotely (through interface
Ac). The query of the request is forwarded to the query resolver component (see Section 2.4)
through interface Aqocaly @s defined in Section 3.11. The query resolver returns pointers to
sensor objects and (if required) aggregation objects required to satisfy the query.

Based on the return results of the query resolver component, the required sensor data is
acquired via interface SSl, (see Section 3.5), using the returned sensor objects.

If required, obtained sensor data is aggregated according to the query (implemented through
communicating with the aggregation component via interface Aagocay @s defined in Section
3.10). If the request is fulfilled, appropriate notifications are fired via interface Ac.

Note that several acquisition requests may be pending on either the application server but
also on the intermediary gateway. Hence, there is functionality required to support such
multiple requests.

24  Query Resolver (formerly known as Representation) Component

Incoming acquisition requests contain queries for sensor data (or aggregations of sensor
data). These queries are based on a defined abstraction model for the sensor data (and its
aggregations), implementing requirement 7b (and its sub-requirements) in [3]. Such
abstraction model will be defined in task 2.2a of the N-RSA project.

The query resolver component (formerly known as the representation component in [3])
implements functionality to

e parse the incoming request, based on the abstraction model and the query language
syntax

e determine the sensor data to be acquired by the acquisition component

e determine the aggregation functionality that is required in case when aggregated data
is requested.

While the first bullet items merely aims at the validity of the request, the last two ones aim at
instructing the acquisition component as to what sensor data to acquire and what
aggregation component functionality to use in order to fulfill the request.

For that, the query is received and the results are returned via the interface Aqoca) (aS
defined in Section 3.11).

N-RSA High-Level System Architecture: Functionality & Interface Description
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2.5 Aggregation Component

The aggregation component implements requirement 7.d in [3] by providing the functionality
for the acquisition component to support aggregated data.

Based on the acquisition query, the query resolver determines the required aggregation
functionality (see Section 2.4). The acquisition component then requests the determined
aggregation functionality from the aggregation component (via interface Aaocay @s defined in
Section 3.10). If the required functionality does not exist, the aggregation component
attempts to download the code for implementing the requested functionality from the code
repository component (via interface Cagocaly @s defined in Section 3.15), see also Section 2.8.
In case this functionality of code download is optional or an error occurred in the code
download, the acquisition is rejected.

During the acquisition process, the acquisition component provides the aggregation
component with the appropriate sensor data to perform the desired aggregation functionality
(via interface Aagocay @s defined in Section 3.10). If obtained sensor data is required for future
use in order to perform the aggregation, it can be stored with the local storage component
(via interface Agocaiy@s defined in Section 3.12), implementing requirement 7.f in [3].

2.6 Access Control Component

The access control component implements requirement 7.e in [3]. This component only
resides on the application server side. As explained in Section 2.3, the access control
component is consulted in case of an incoming acquisition request in order to determine
appropriate access rights for the particular application with respect to the particular data
requested (using interface Acyocay @s defined in Section 3.9).

Although depicted as a local component in Figure 1, it is possible to implement the access
control component in an outside server. This server might host other access control policies
as well. For instance, the additional server might be compliant to XCAP [3], i.e., the interface
Acrgocan @s defined in Section 3.9 would be compliant to XCAP, the policies would be defined
as XCAP usages.

2.7 Storage Component

The storage component implements requirements 7.f in [3], i.e., the temporary storage of
acquired data, e.g., for implementing certain aggregation functionality.

This storage functionality uses simple memory heap functionality in the intermediary
gateway, assuming no existing hard-drive functionality. However, one could also envision the
usage of externally available memory cards (e.g., MMC).

N-RSA High-Level System Architecture: Functionality & Interface Description
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2.8

2.9

Code Repository Component

The code repository component implements requirement 9.b (and also requirement 9.a if
therein new sensor types are used in aggregation functionality) in [3]. The code repository
component resides on the repository server as well as on the intermediary gateway.

The code repository component at the repository server registers every available aggregation
functionality with the local registration & availability component (using interface Cragocay @S
defined in Section 3.16), which in turn registers the functionality with the application server
(see Section 2.9) in order to allow for verifying the required aggregation functionality for each
acquisition request at the application server (see Section 2.3).

At the intermediary gateway, the aggregation module may request new aggregation code
functionality from the code repository component (as explained in Section 2.5) via interface
Chgocay @s defined in Section 3.15. The code repository component, as a result of such
request, downloads the requested aggregation functionality from the repository server to the
intermediary gateway for use in aggregation operations (using interface Cg as defined in
Section 3.13).

Registration & Availability Component

The registration & availability (R&A) component implements the requirement 6 (and its sub-
requirements) in [3].

The application server's R&A component serves as a central registry for this purpose,
implementing an event server, used by the local acquisition module. The following
information is published to the R&A component at the application server:

e Available sensors at the intermediary gateway. For this, the R&A component at the
intermediary gateway subscribes to the sensor capabilities using interface SSIr as
defined in Section 3.6. Obtained sensor information is then published at the
application server's R&A component using interface R, as defined in Section 3.3.

e Available aggregation functionality at the repository server. For this, the R&A
component at the repository server registers all available functionality with the
application server's R&A component (using interface Ragas-rs) as defined in Section
3.14) after receiving the registrations of aggregation functionality from the local code
repository component (see Section 2.8).

The available information at the R&A component at the application server can either by
queried by the application directly, using interface RAPIsra as defined in Section 3.1, or is
queried by the acquisition component, using interface Agragcay @s defined in Section 3.8,
before sending an acquisition request to the intermediary gateway.

N-RSA High-Level System Architecture: Functionality & Interface Description
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It is important to note that the R&A component also provides functionality to subscribe to the
availability of sensors (or aggregation functionality), implementing requirement 6.c in [3].
3. INTERFACES BETWEEN THE COMPONENTS

The following chapter describes the interfaces of the N-RSA middleware. The interfaces
implement the requirements as defined in [3].

31 The RAPI Interface (N-RSA API)

Aplication

N-RSA API

Registration & T
Availability Acquisition

Application Server
Figure 4 The RAPI Interface
The RAPI interface constitutes the N-RSA API in Figure 1. It is divided into two parts, namely
the RAPI ra and the RAPI 4 interfaces.
3.1.1 The RAPI g, interface

The RAPIara interface allows for subscribing to the availability of sensors or aggregation
functionality within the N-RSA system. This interface is based on the event delivery paradigm
outlined in Section 2.1:

e The application is the subscriber, the R&A component is the event server

e The event name is ‘available’, the event payload of the SUBSCRIBE method carries
the description for the sensor or aggregated sensor

e If the lifetime is zero, the subscription constitutes a normal discovery of available
sensors, while a lifetime of non-zero constitutes a subscription to current and future
availability of sensors.

N-RSA High-Level System Architecture: Functionality & Interface Description



NOIKKIA N-RSA System Architecture: 13 (22)

Functionality & Interface

Description
Nokia Research Center / Helsinki FINAL
Dirk Trossen, Dana Pavel 24.10.06

e The FROM field contains the application identifier, while the TO field contains the
application server identifier.

e The NOTIFY methods returns the matching sensors, based on the provided semantic
of the subscription semantic. The initial NOTIFY contains the currently available
sensors, while future NOTIFY methods will contain then available sensors. Every
plain sensor description additionally includes an identifier of the intermediary gateway
at which the sensor is registered.

3.1.2 The RAPI,, interface

The RAPI 4 interface allows for instructing the acquisition component to acquire (aggregated
or plain) sensor data from a particular intermediary gateway. Note that the pre-requisite
functionality, as described in Section 2.3, is executed before the acquisition subscription is
made. This interface is based on the event delivery paradigm outlined in Section 2.1:

e The application is the subscriber, the acquisition component is the event server

e The event name is ‘acquire’, the event payload of the SUBSCRIBE method carries
the query for the (aggregated or plain) sensor data

o |If the lifetime is zero, the subscription constitutes a simple query for particular
(aggregated or plain) sensor values, while a lifetime of non-zero constitutes a
subscription to current and future values.

o If the application wants to acquire sensor data from a particular intermediary gateway,
the identifier of this gateway needs to be given in the event payload. This identifier
depends on the particular bearer of information supported by the event delivery
component.

e The FROM field contains the application identifier, while the TO field contains the
application server identifier.

e If the acquisition request is invalid, e.g., due to lack of access rights, inavailability of
aggregation functionality or other, the CONFIRM method will return an appropriate
error reason code.

e The NOTIFY methods returns the current values based on the original query. The
body of the NOTIFY method also includes an identifier of the intermediary gateway at
which the values were acquired.

N-RSA High-Level System Architecture: Functionality & Interface Description
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3.2

The Ep Interface

Event Delivery
/?epository Servex

«° S
Event Delivery Ep Event Delivery
Application Server Intermediary Gateway

Figure 5 The Ep Interface

The Ep interface provides the event delivery functionality as described in Section 2.1 for the
remote case, i.e., for communicating between application server, repository server, and
intermediary gateway. The parameters described in Section 2.1 are therefore provided by
this interface.

All communication between remote components happens via the Ep interface, together with
using the generic Epg.cay template interface. In other words, any particular interface X is
implemented by conveying the parameters to the event delivery component through the
Ebwocaly template interface. The event delivery component in turn provides the delivery of the
parameters to the appropriate component according to the definition of interface X, either
locally through the Epg.cay interface or remotely through the Ep interface plus a local
dispatching via the Epocay interface.

Since the Ep interface is the basic remote interface, its establishment has to take into
account the particular problem of NAT/firewall traversal in mobile environments. In other
words, the interface needs to be established from the intermediary gateway towards the
application server and towards the repository server. The communication protocol, defined in
task 2.2b, will ensure this.

The event delivery component provides appropriate mappings of the interface onto different
bearers of information. For SMS, HTTP, and pure IP bearers (requirement 8.b.I and 8.b.11.1
in [3]), this mapping needs to be defined within task 2.2b. For SIP events (according to
requirement 8.b.11.2), this mapping happens onto appropriate SIP event packages.

N-RSA High-Level System Architecture: Functionality & Interface Description
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3.3 The R, Interface

Registration & R Registration &

Availability A Availability
Event Delivery Event Delivery
Application Server Intermediary Gateway

Figure 6 The Ra Interface

The R, interface allows for publishing the availability of sensors with the N-RSA system. This
interface is based on the event delivery paradigm outlined in Section 2.1:

e The R&A component at the intermediary gateway is the publisher, the R&A
component at the application server is the event server

e The event name is ‘available’, the event payload of the PUBLISH method carries the
description for the sensor(s)

e Itis possible to publish information about several sensors within a single operation by
appropriately building descriptions for each sensor, carried as a single body in the
publication

e The FROM field contains the identifier of the intermediary gateway, the TO field
contains the application server identifier

34 The Ac Interface

Acquisition A, Acquisition
Event Delivery Event Delivery
Application Server Intermediary Gateway

Figure 7 The Ac Interface

The Ac interface allows for acquiring (aggregated or plain) sensor data from a particular
intermediary gateway. Note that the pre-requisite functionality, as described in Section 2.3, is
executed before the acquisition subscription is made. This interface is based on the event
delivery paradigm outlined in Section 2.1:

N-RSA High-Level System Architecture: Functionality & Interface Description
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e The acquisition component at the application server is the subscriber, the acquisition
component at the intermediary gateway is the event server

e The event name is ‘acquire’, the event payload of the SUBSCRIBE method carries
the query for the (aggregated or plain) sensor data

e |If the lifetime is zero, the subscription constitutes a simple query for particular
(aggregated or plain) sensor values, while a lifetime of non-zero constitutes a
subscription to current and future values.

e The FROM field contains the application server identifier, the TO field contains the
identifier of the intermediary gateway

e If the acquisition request cannot be fulfilled, e.g., due to lack of resources, the
CONFIRM method will return an appropriate error reason code.

e The NOTIFY methods return the current values based on the original subscription.

3.5 The SSI, Interface

Multisensor Module ¢—————SSI,——— Acquisition

Multisensor Module Intermediary Gateway

Figure 8 The SSl, Interface

The SSl, interface allows for acquiring sensor data from a particular multisensor module.
The API for this interface is the Sensor API in Figure 1, the protocol chosen is the SSI
protocol [2].

3.6 The SSIi Interface

Registration &
Availability

Multisensor Module ¢—————SSI;———

Multisensor Module Intermediary Gateway

Figure 9 The SSIi Interface
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3.7

3.8

The SSIr interface allows for subscribing and querying the capabilities of a multisensor
module. The API for this interface is the Sensor API in Figure 1, the protocol chosen is the
SSI protocol [2].

The Ep(oca Interface

Registration &
Availability

N

D(local)

Acquisition Code Repository

Event Delivery

Application Server & Intermediary Gateway & Repository Server

Figure 10 The Epgoca) Interface

The Epecay interface serves as a “template interface”, providing locally the event delivery
functionality as described in Section 2.1. The parameters described in Section 2.1 are
therefore provided by this interface.

For any communication between components that is based on the event delivery paradigm
as described in Section 2.1, a particular interface X is implemented through conveying the
parameters to the event delivery component via the Epg.cay template interface. The event
delivery component in turn provides the delivery of the parameters to the appropriate
component according to the definition of interface X, either locally through the Epgoca
interface or remotely through the Ep interface plus a local dispatching via the Epecay interface.

The Agagocay Interface

Registration &

Acquisition —A Availability

RA(local) >

Application Server

Figure 11 The Aragocay INterface
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The Aragocay interface allows for querying the availability of certain sensor and aggregation
functionality.

For that, the sensor and aggregation functionality description is provided to the R&A
component, which returns Boolean values as results. Several sensors and aggregation
functionalities can be checked, resulting in a Boolean result vector.

3.9 The Actriocay Interface

Acquisition —A —> Access Control

‘ctrl(local)

Application Server

Figure 12 The Acuioca INterface

The Acgocary interface allows for querying whether or not a certain identity has proper access
rights for particular sensor and aggregation functionality.

For that, the identity is given as a parameter together with a pre-defined identifier for the
resource, i.e., the sensor or aggregation functionality.

The query is returned with a Boolean result.

Although depicted as a local interface, it is possible that Acgocay is implemented as a remote
interface. This is for cases in which the access control component resides on an outside
server (see also Section 2.6). This server might host other access control policies as well.
For instance, the additional server might be compliant to XCAP[4], i.e., the interface Acyocal)
would then be compliant to XCAP, the policies would be defined as XCAP usages.

3.10 The Axocay Interface

Acquisition —A —> Aggregation

'A(local)

Intermediary Gateway

Figure 13 The AA(IocaI) Interface

The Aaocay interface allows for initiating the aggregation of particular sensor data.
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For that, the sensor objects and the particular aggregation object, obtained at the acquisition
component during the query resolving, are used as input parameters. The aggregation is fed
into the aggregation object and returned.

3.11  The Aqocay Interface

Acquisition —A, —> Query Resolver

(local)

Intermediary Gateway / Application Server
Figure 14 The Aqqocay Interface

The Aqqecay interface allows for initiating the resolving of the acquisition query at the
intermediary gateway as well as at the application server (see also Section 2.3 and 2.4).

For that, the acquisition query is provided as an input parameter.

At the application server, the query resolver returns identifiers for the required sensors and
aggregation functionalities to satisfy the query, or the resolver returns an error code. These
identifiers will be used to verify access rights and availability as described in Section 2.3.

At the intermediary gateway, the query resolver returns pointers to objects for the required
sensors and aggregation functionalities to satisfy the query, or the resolver returns an error

code.

3.12 The As(ioca) Interface

Aggregation —Ag

—> Storage

(local)

Intermediary Gateway

Figure 15 The Ag(ocaly Interface

The Aquocany interface allows for storing and retrieving sensor data for future use in order to
perform the desired aggregation (see also Section 2.5).

For that, the sensor data is written to the storage component using the current value and a
sensor identifier. The storage component returns an identifier for future retrieval.
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Upon future retrieval, this identifier is used to retrieve the data. An additional Boolean value
determines whether or not the delete the stored value from the storage. The sensor value
and sensor identifier are returned to the aggregation component.

3.13 The Cg Interface (optional)

Code Repository Cq Code Repository
Event Delivery Event Delivery
Repository Server Intermediary Gateway

Figure 16 The Cg Interface

The Cg interface allows for downloading required aggregation functionality to the
intermediary gateway from the repository server. This interface is based on the event delivery
paradigm outlined in Section 2.1:

e The code repository component at the intermediary gateway is the subscriber, the
code repository component at the repository server is the event server

e The event name is ‘download’, the event payload of the SUBSCRIBE method carries
the information about the aggregation functionality to be downloaded

e The lifetime is set to zero, making the subscription a simple query for download.

e The FROM field contains the identifier of the intermediary gateway, the TO field
contains the repository server identifier

e The (only) NOTIFY methods returns the desired code in case of availability, otherwise
the CONFIRM method will return an appropriate error reason

3.14 The Raasrs) Interface (optional)

Registration & R Registration &
Availability A Availability
Event Delivery Event Delivery
Application Server Repository Server
Figure 17 The RA(AS-RS) Interface
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The Ransrs) interface allows for publishing available aggregation functionality with the N-
RSA system. This interface is based on the event delivery paradigm outlined in Section 2.1
and is similar to the R, interface:

e The R&A component at the repository server is the publisher, the R&A component at
the application server is the event server

e The event name is ‘available’, the event payload of the PUBLISH method carries the
description for aggregation functionality

e |t is possible to register several aggregation modules within a single operation by
appropriately building descriptions for each functionality, carried as a single body in
the publication

3.15 The Caocay Interface (optional)

Code Repository ——C Em— Aggregation

A(local)

Intermediary Gateway
Figure 18 The Cagoca INterface
The Cagocaiy interface allows for initiating an aggregation code download from the repository

server.

For that, the required aggregation code is given as an input parameter. The aggregation
code is identified through a given description of the to-be-performed aggregation.

The pointer to the aggregation code object for the requested aggregation is returned to the
aggregation component.

3.16 The Cra(ocay Interface (optional)

| Registration &

Code Repository <¢— CRA(IocaI) Availability

Repository Server

Figure 19 The Craocal Interface
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The Craqoca interface enables the code repository at the repository server to publish available
aggregation functionality locally.

This publishing usually happens upon start-up of the repository server or when new
aggregation functionality has been made available to the code repository component locally.

The code repository component provides a description of the aggregation functionality to the
local R&A component.

It is possible to register several aggregation modules within a single operation by
appropriately building descriptions for each functionality, carried in a single operation.
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